PHP-Security

(from http://phpsec.org,and
several books)
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http://phpsec.org/

Intro

e Security must be part of the design

» Consider illegitimate uses-pengguna yg tdk
berhak, of your application.

— A secure design is only part of the solution.

- It Is important to consider penggunaan yg kel

dari aplikasi anda.

- Artinya perhatian developer bukan hanya
aplikasi dapat dijalankan namun juga ama
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https 0

« Keamanan komunikasi client server aspek sgt-

sangat penting

I I

* Di tingkat protokol jaringan dikenal https (http 1_.”

V[T

secure)

« HTTPSecure = HTTP + secure communication

protocol )

EX=SSE
 Apache+SSL juga sudah tersedia

 PHP also has built in function to support it
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This Connection is Untrusted

You have asked Firefox to connect securely to hsbc.co.uk, but we can't confirm that your
connection is secure.

Normally, when you try to connect securely, sites will present trusted identification to prove
that you are going to the right place. However, this site's identity can't be verified.

What Should | Do?

If you usually connect to this site without problems, this error could mean that someone is
trying to impersonate the site, and you shouldn't continue.

l Get me out of here!‘

Technical Details
hsbc.co.uk uses an invalid security certificate.
The certificate is only valid for www.hsbc.co.uk

(Error code: ssl_error_bad_cert_domain)

|1 Understand the Risks
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Filtering/ authentification

« Jk bukan proper isian lakukan filter

e Make sure

— data filtering cannot be bypassed,

- that invalid data cannot be mistaken for
valid data, and

- ldentify the origin of data.

* Avoid dengan mendayagunakan String
function,number function dan secure URL

* Upaya awal menghindarkan injection
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¢noerror = arrayl(); //array temporary valid atau no error e
// atau semacam whitelist |

gemall pattern = '/~[*@\s<&=1+@([-a-z0-0]+\.)+[a-z]1{2,}$/1"; fféjf

1f (preg _match($email pattern, $ POST['email'])) T

{ - * —

gnoerror['email'] = $ POST['ema1l']; //associlate array sering menjadi pilihan A—
// index dengan nama tertentu bukan angka H

I

1f (% POST['numint'] == strval(intval($ POST[ ' numnt'1))) —i—

//make sure tipe adalah integer
i
gnoerror['numint'] = $ POST['numint'];

} i
1f (¢ POST['numflo'] == strval(floatval($ POST['numflo'])))
//make sure tipe adalah floating

{
gnoerror['numflo'] = ¢ POST[ ' numflo'];
I
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SQL Injection

 Dengan cara insert bad code into a site’'s SQL qu

e Tujuan utama agar sintak query invalid, dan mem
error message, atau akses database tanpa dikena

* An even bigger aspiration is that the injection atta
could alter, destroy, or expose the stored data

* Fortunately SQL injection attacks are rather easy t
prevent
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» Start by validating all data to be used in que ._egj; il

(and perform typecasting, whenever possibl

- filtering awal —

* Never trust any kind of input, especially that &

which comes from the client side, even thougt

it comes from a select box, a hidden input figld: -

or a cookie.

« Second, use a function like e C
mysqli_real _escape_string(), e
sglite_escape_string(), etc..which makes data sgife
to use In queries.
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 These attacks are mainly based on exploiting
the code not being written with security in mi

» Never connect to the database as a superuser or ag—
the database owner. Use always customized usersi:

with very limited privileges.
* Check If the given input has the expected data typ

PHP has a wide range of input validating functions

* |f the application waits for numerical input, considen

verifying data with is_numeric()

...l' _,EJL‘_.-" t:_ Y |

* Quote each non numeric user supplied value that |
passed to the database with the database-specific
string escape function
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Ex: iliah
Login 1
User ID: )
Password: 7
Login | : J

I
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EX:

* <?php

$query = "UPDATE usertable SET pwd="$pwd'’
WHERE uid="'$uid™;

>
 But a malicious user submits the different value

 'or uid like'%admin%'; -- to $uid to change the ad
password, or simply sets $pwd to "hehehe’,

admin='yes', trusted=100 " (with a trailing space) t@-

gain more privileges.
* Then, the query will be twisted
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* U can avoid it by using escaping function
Instead

from - $query = "UPDATE usertable SET
pwd="$pwd' WHERE uid="$uid"";

become -
$pwd = mysqgl_real escape_string($pwd);
$uid = mysqgl_real _escape_string($uid);

$query = "UPDATE usertable SET pwd="$pwd'
WHERE uid="'$uid™;
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» Akan lebih bagus, membuat special
function security

 Aware dengan inputan diluar numeric dan
string.
— | BXC9%0 enss 8 i<, Pispace-ete
* Beberapa komunitas menambahkan
async atau manual keys
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Validating Data by Type

* |n many situations, this really Is the best
you can do, easy

e Just need more time to make type
validation, with built in function PHP or
make Ur own function (UDF) depend on
the aims
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18.04.12

Type Validation Functions

FuncTion CHECKS FoRr

is_array() Arrays

is_bool() Booleans (TRUE, FALSE)
is_float() Floating-point numbers
is_int() Integers

1s_null{) NULLS

is_numeric()
(e.g., '20")

1s_resource()
connection

1s_scalar()
is_string() Strings

Web Programming-even-2012-dww

Numeric values, even as a string
Resources, like a database

Scalar (single-valued) variables
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Function string matching di php, almost
can handle the reguler expression

/...[, match strings secara umum
- Ex: /uns/ - asal ada "uns” benar
.(dot), spesial match dalam string

[], group karakter
A,simbol awalan string
\, escaping karakter
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Naming

* Dont let use common variable,
esp.superglobal var

» Biasakan memberikan penamanan
khusus atas variable value anda

- Ex: $UserNama =% POST['name']
- $ POST - common
- $UserNama - not really common
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Filesystem Security

* To ensure that they are safe for reading
by all users who have access to that
filesystem

 Make sure the path, directory or files that
be allowed for user to access. Each user
may be different. Terlebinh untuk web
based S/W

- Ex: anonymous, registered, admin dll
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» Pastikan terdapat path file direktory
dengan previlage khusus

 Bukan hanya menghapus link, tapi juga
direktory yg aman
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Cookies

* For storing data in the remote browser

* Thus tracking or identifying return users,
karena pada dasarnya client/server brsifat
connectionless

 Tidak terlalu direkomendasikan, karena
cookies dapat di-off kan

* Cookies be recorded di client, tersimpan di

browser

* Be destroyed Iif user close the browser

18.04.12
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» setcookies(name,value,expire,path,domail
n,http)

- Name, nama set cookies
- Value, nilal cookies
- Expire, masa hidup cookies

- Path, path tertentu di domain di mana
cookies hidup

- Domain, nama domain tertentu
- Secure, T/F untuk https
- httponly, T/F hanya untuk protokol http
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« Diberikan di header sebelum yg lain : {

<1 DOCTYPE HTML PUBLIC "-//W3C//OTD HTML 4.01 Transitional//EN"=

<?php + U
$value = 'dww';
setcooklie("UrCookie", $value); =
setcookiel("UrCookie", gvalue, time()+1); // expire 1n 1! f
setcookie("UrCookie", $value, time()+1, "/WPCourse,/", "localhost"); f—
J/with define path and domain 1
7> )
<html=
M
X L
<?php H
echo "welcome, ".$ COOKIE["UrCookie"];//just to show
= 1
<h3=You are accepted to fill 1t..</h3= I |
<tform name="{f" action="SaveFormtoTxt.php" method="post"=
<tahle= —H
= =
=tre= F; % |
<td= -~
Mame
=/td=
<td>
<lnput name="nama" type="text" value=<? echo $ COOKIE[UrCookie]?> class="c"=
<=/td=
18.04.12 Web Programming-even-2012-dww 22




Welcome, dww

You are accepted to fill it..

Name dww

Comment

send |

» But will be destroyed within 1'

 Anda dapat membuat modifikasi value
cookies dengan akses log in member dari
database - next

18.04.12 Web Programming-even-2012-dww 23




 Cookie can only be used to store informatio -

that the server Is given
* Easier to program.
 Require less of the server
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* Untuk menghapus, kosongkan nilainya

//Coo.php

fvalue = 'dww';

setcooklie("UrCookie", $value):
header("location:http://localhost /wWPCourse /Coo3.php");

//Coo3.php
echo "wWelcome, ".$ COOKIE["UrCookie"];//cookies kiriman dr Coo.php
setcookie("UrCookie", ""); //dan terhapus setelah refresh

Welcome, dww

Setelah refresh, value kosong

Welcome,
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Login/ Logout Sm
» Login/logout is a common way to secure sorpe+— -
pages from unauthorized user =iy
» A login process involves a few components:§- |||
- A form for submitting the login information :
- A validation routine that confirms the necessary
iInformation was submitted. Subproses setglah |
login/ logout -

- A database guery that compares the submit '
Information against the stored information

— Cookies or sessions to store data that reflecls a
successful login/logout

i W =1
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EX:

* Use the previous ex, save user in database

Fullname: | Jono Sujono

Email : |jono@hotmail.com

User ID:|j

Password:

Input below sign [1cpGMP

******* REt}"pE-' . | EEEkikk

1cpGHMP

* |Input several users

18.04.12
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« Also automatically release temporary pass i

"temp” field

—

e
SRS S

18.04.12

—F

XK AKX

fullname email user id password

Doso Sedoso doso@uns.ac.id bosdoso  sibos

Dono Sudono  dono@yahoo.com  doidol 2doi321
Jono Sujpno  jono@hotmail.com  jojo Jojo123
Mono Sumono  mono@uns.acid  mohmoh  hom*hom™

Web Programming-even-2012-dww
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n L} n - ]
 Make simple login (user_id and password) &
— ¥ ﬁ_—ur_'“_
! il
Login NI
%; <body> R
<form name="f" method="post" action="3ignin.php"> 4
User IDx <h2>Loging</h2>
User_ID:{br} |
<input name="id" =size="25" type="text" class="c"»br» _;
IhﬂSEUWDIEl Password:<br>
<input name="p" =size="IL" type="password" class="c"»<br>
: <input name="login" wvalue="Login"™ type="submit" class="c">»
Login . - - -

</ form>

* First step, make sure the input user is the
real member
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e Signin.php

if (isset($ _POST['login']) M

//first check the login data in database, simple wvalidation
require{'Ceklogin.php'):;

if {$c_result==5){

echo "<h2>Welcome</h2>";

echo "Hi, ".Sresult2[2]."<br>";

require ('Logged.php') ;

relse{

header ('Location:http://localhost/public_html/Phpl/Login2.php');
1}

IIEEklngin.phpl

$vl = § REQUEST['id'];$v2=§ REQUEST['p']:

mysql connect("localhost™, "root", "");

mysql select db("dbphp");

$q = "SELECT * FROM ‘member” WHERE ‘user id'='$vl' AND ‘password ='v2'";
Sresultl = mysql query($q):

fresult2 = mysql fetch row($resultl);

$c_result = count($resultl);
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* And page when login success

Login
User IDx
liojo
Password. Welcome
Lﬁ'n I
Hi, jojo
Here is webpage only for user
18.04.12 Web Programming-even-2012-dww
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e Or unsuccess

Login

User=I[}:

jojol

Password:

Lng'n

18.04.12

Login

UEEI=IDZ

Password:

Login

Irvalid user id or password

Web Programming-even-2012-dww
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 Next add cookies for valid user, before
send any information send cookies first

» Use setcookies();

if (isset($ POST['login']))H{

//first check the login data in database, simple validation
require {'Ceklogin.php');

if :$:_resu1t==5}{ffj:3t zimple validation

setcookie ("user", $result2[2]);//send cookies name is user
setcookie ("pass", fresult2[3]);//another cookies name is pass
/1T true redirect to Logged.php, only user as member can access 1t
header('Location:http://localhost/public html/Phpl/Logged.php');
exit(),;//quit script

telse{

/1T false or failed redirect to LoginZ.php
header('Location:http://localhost/public html/Phpl/Logind.php'):
H

18.04.12 Web Programming-even-2012-dww
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B )
 Modify Logged.php, use global variabel ; }[ Iing
$_COOKIE][], to access cookies -
_“7%5%-
ifttisﬂett$_EGﬂH1E[':ser']}} and tisaett$_ﬂﬂﬂH1E['pass']}}}{ f
//will be showed when cookies 12 found A
echo "<hZ>Welcome</hZ2>"; il
echo "Hi, ".% COOKIE['user']."<br>";
echo "Here i3 webpage only for user®;
telseq 15
I -~

header('Location:http://localhost/public html/FPhpl/Login.php');
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» | ets check the cookies, input right user

Login

USEI=I[}:

jojo
Password:

drdckiridck

Lug'n

18.04.12

Welcome

Hi, jojo
Here is webpage only for user

Web Programming-even-2012-dww
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* Try to close all windows but dont close the
browser, then access again Logged.php

lH'J L+J . "'. .'H | LQJ LﬂJ . ? | E http://localhost/public_html/Phpl/Legged.php

Welcome

Hi, jojo
Here is webpage only for user

e the cookies still in browser, so the data still
exist
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g 11




* Now, close the browser then access again
Logged.php

. E http://localhost/public_html/Phpl/Loggedlphp
| [2] http://localhost/ public_html/Phpl/Logged.php

I-. | o [ I R 0 R S R B S | RS | SRS R S BN LR BN | S

* WIll be directed to Login.php, the cookies
IS not exist anymore

18.04.12

File Edit View Bookmarks Widgets Tools Help

¢ «| > 2 9| # 7 |[& nsttp//localhost/public_html/Phpl/Loginphp

Login

User ID:

Password:

|
Login |

Web Programming-even-2012-dww
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 Modify and add several page for user

//Logged.php
ifttisset:$_EDGEIE[':ser']}} and tissett$_CGGHIE['pass']}}}{
f/wlill be showed when cookles i3 found

echo "<hZ2>Welcome</h2>"; =
echo "Hi, ".§% COOKIE['user']."<br>";

echo "Here 1z webpage only for user<bri><br>";
echo "<a href='LoggedZ.php'>"."Go to the next page"."</a>"."<br>";//add link+~

S
echo "<a href='Logged3.php'»Go to the another page</a>";//add another link
telse o st

header('Location:http://localhost/public html/FPhpl/Login.php');
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 Add Logged2.php and Logged3.php

/ f LoggedZ .php
ift:isset:$_CDDKIE['ESE:']}} and :isset:$_CDDKIE['pass']}}}{
//will be showed when cookies is found
echo "<h2>Welcome</h2>";
echo "Hi, ”.$_CﬂﬂKIE['ESEI']."{hr}";
echo "Here iz LoggedZ.php":
relzeq
header('Location:http://localhost/public html/Phpl/Login.php'):

/ / Logged3.php
if:tisset:$_CGDKIE['ESE:']}} and tissett$_CDDKIE['pass']}}}{
//will be showed when cookies 1is found
echo "<h2>Welcome</h2>";
echo "Hi, ".$_CﬂﬂKIE['ESEI']."{hr}";
echo "Here iz Logged3.php®;
relse{
header ('Location:http://localhost/public html/Phpl/Login.php');
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e | ets check it

Welcome

Hi, jojo
Here is webpage only for user

Go to the next page
Go to the another page

e During cookies exist, page for user always

validate

18.04.12

€| | = = * D |‘H‘ b4 |@ http://localhost/public_html/Phpl/Legged2.php

Welcome

Hi. jojo
Here is Logged2 php

¢ «| = 2 9D # 9 [ httpiocalhost/public_html/Phpl/Loggeds.php

Welcome

Hi, jojo
Here is Logged3 php

Web Programming-even-2012-dww
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* Try to access it if cookies not exist
anymore, will be directed to Login.php

18.04.12

[51] http://localhost/public_html/Phpl/Logged2.phl

| [3 hitp://localhost/

(] http://localhest/public_html/Phpl/Logged2.php

¢ « &> 2 9 # 9 |[E ntps/ocalhost/public_html/Phpl/Login.php

Login

User TD:

Password:

Web Programming-even-2012-dww
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* U can set cookies with time, eventhough

browser still open the cookies will be
deleted

® if{isset($ POST['login']))}{
//first check the login data in database, =imple validation
require('Ceklogin.php');
if t$c_resu1t==5}{ffj;st 2imple validation
getcookie ("user"”, Sresult2[2],time () 410) ;//cookies 1ife for 10 sec
getcookie ("pazz", Sresult2[3],time () 410) ;//cookies 1life for 10 sec

//1f true redirect to Logged.php, only user as member can access it

header('Location:http://localhost/public html/Phpl/Logged.php').
exit():;//quit =script

relsed

//1f false or failed redirect to Logind.php
header('Location:http://localhost/public html/Phpl/Logind.php'}).
1}

18.04.12 Web Programming-even-2012-dww
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e U can also delete the cookies

 Make a simple sign out

//8ignout.php
if:tissett$_ﬂﬂﬂH1E[’:ser']}} and tissett$_CGﬂH1E['pass']}}}{

{/will be showed when cookies 13 found

setcookie ("user™, ") ;//2et no value to delete cookies

setcookie ("pas3™,"");/ /et no value to delete cookles

header('Location:http://localhost/public html/Phpl/Login.php');
relse{
header('Location:http://localhost/public html/FPhpl/Login.php');

» After sign out redirected to Login.php
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* And make simple link to sign out

/ /Logged.php
if::isset:E_EﬁﬂHIE[':ser']}} and :isset:$_EGGHIE['pass']}}}{
J/will be showed when cookies is found

echo
echo
echo
echo
echo
echo
relse{

"¢font size=3><a href='Signout.php'>5ign
"<h2>Welcome</h2>";

"Hi, ".% COOKIE['user']."<br>";

"Here iz webpage only for user<br<br>";
"<a href='Logged2.php'>"."Go to the next
"<a href='Logged3.php'>Go to the another

header('Location:http://localhost/public html

18.04.12
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out</ax</Ifont><br>";//1link to Bign out —

page™. "</ ax" . "<br>",//add link
page</a>»";//add another link

/Phpl/Login.php');

BRI




» Lets check, input the right user

LIENEIEINEINE IR

4

@ http://localhost/public_html/Phpl/Logged.php

Sign out
Welcome

Hi. jojo
Here is webpage only for user

(o to the next page
(o to the another pace

» After sign out will be directed to Login.php
* U can put the link signh out anywhere U

want

18.04.12 Web Programming-even-2012-dww
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Session miin

* Another method, seperti cookies, Is to use

sessions.

» The premise of a session is that data is storéd:

on the server, not in the Web browser, and g -/

session identifier Is used to locate a particulag—-

user’s record (the session data). LA

* This session identifier is normally stored in t

user’'s Web browser via a cookie, but the =

sensitive data itself—like the user’s ID, name,
and so on—always remains on the server.

dimy
.
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* More secure (because the data Is being
retained on the server).

e Allow for more data to be stored.

 Can be used without cookies, coz
sometimes user turn off cookies on their
browser
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* Use prev Login.php
 Modify the handle file

Jfusing session

18.04.12

EX:

if (isset ($ POST['login'])){
irst check the login data in database, simple validation
require ('Ceklogin.php');
if :$:_result==5}{ffj:3t simple wvalidation
session start()://start session
$_SESSIDH[':3E:']= Sresult2[2];://changed from setcookie
§ SESSICN['pass']= Sresult2[3]:
/1T true redirect to Logged.php, only user as member can acceszs it
header ('Location:http://localhost/public html/Phpl/LoggedSession.php');
exit{),//guit =script
relsed
//1f false or failed redirect to Logind.php
header('Location:http://localhost/public html/Phpl/Logind.php');

b}

Web Programming-even-2012-dww
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/{LoggedSession.php

session start(); ———
if({isset (5 SESSION['user'])) and (isset(§ SESSION['paszs']))){ |
ffwill be showed when cookies is found
echo "<font =zize=3»<a href='Signout?.php'>5ign out</ax</fontx><br>";://1link to - -
echo "<hZ>Welcome</h2>";

echo "Hi, ”.$_SESSIﬂH['uSEI'].”{hr}”;
echo "Here iz webpage only for user<br><br>";
echo "<a href='LoggedSession2.php'>"."Go to the next page"."</ax»"."<br>";//a .
echo "<a href='Logged3ession3.php'»Go to the another page</a»";//add another| |
telsed B 1
header ('Location:http://localhost/public html/Phpl/Login3.php'}); ™ #
} y,
/ /LoggedSes=sion2 .php /
sezsion start(); P
if((isset($ SESSION['usex'])) and (isset($ SESSION['pa=z='l))}{ « S T O
//will be showed when cookies is found '
echo "<hZ>Welcome<,/h2>"; i ———
echo "Hi, ".$_SESSIGH['ESE:']."{b:}"; -

echao "Here is LoggedSessiond.php using SESSION not CCOOEIE™;
telseq

header ('Location:http://localhost/public html/Phpl/Login.php'}):
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!/ LoggedSession3.php

session start():

if{(isset($ SESS5ION['user'])) and (isset (5 SESSION['pas=z']})){
//will be showed when cookies is found
echo "<hZ>Welcome</h2>";

echo "Hi, ".$_SESSIGH['ESE:']."{h:}";
echo "Here is LoggedSessiond.php using SESS5I0ON not COCOEIE":
relse{

Ty

//S5ignout?.php

sezsion start():

ifﬂ:isset:$_SESSIﬂH['user']}} and ﬂissett$_SESSIDH['pass']}}}{
//will be showed when cookies i3 found
session unset():
session destroy().//delete session

header ('Location:http://localhost/public html/Phpl/Login3.php'):

telsef

header ('Location:http://localhost/public html/Phpl/Login3.php'):
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-y I ik
i
. H’ *
i
A
 Lets check Er
i1
&J EJ L:J Lﬂ,l ng m By |@ http://localhost/public_html/Phpl/LoggedSession.php - . K !”‘
Lﬂgin Sign out —
=
y
User ID: Welcome Al
ljojo L -
Password: Hi, jojo | I
e Here is webpage only for user '1 ™
Lagin N
E Go to the next page
Go to the another page H :
- ’
.y
[EJ EJ l:.l lﬂJ EJ ﬁ‘l i.l |@ http://localhost/public_html/Phpl/LoggedSession2.php
Welcome
Iy
Hi. jojo e
Here is LoggedSession2 php using SESSION not COOKIE
—H—,

€ 4| = P [QH‘HJ b4 |@ http://localhost/public_html/Phpl/LoggedSession3.php

Welcome

Hi, jojo
Here is LoggedSession3 php using SESSION not COOKIE
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e Session Is unique "tag name” from server top- ;
user. Can be accessed by using session_id{;

P Ty
] —
echo "<font size=3»<a href='Signoutl.php'>3ign out</a></font><br>";//11r T
b
echo "<hZ>Welcome</h2>"; 3 |
o o .
echo "Hi, “.$_SESSIE-H[";EE:"].“, ur gesszion 1dy ".session 1d()."<br:"; il
echo "Here is webpage only for user<br><br>"; ?J
[
i
Sign out f
[ S| 381 51
1 |
Welcome
5

Hi. jojo. ur session id: b097af37a56035330f99b8725704f5¢1
Here is webpage only for user
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» Session ID sering disebut juga token

* Beberapa aplikasi dengan session/cookies:

— Counter
- Quiz online
— Election online
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Session Hijacking

e Jangan menaruh data penting session di cookie

e With sessions there are two things to pay attentionito:

the session ID, which is a reference point to the
session data, and the session data itself, stored o
server

 Hacker paling jauh hijack Session ID (biar nampa
seperti pemilik session ID) daripada session data.

18.04.12 Web Programming-even-2012-dww 54

i




» One method of preventing hijacking is to stoge",
some sort of user identifier in the session, afd |+
then to repeatedly double-check this value § ||

» The HTTP_USER AGENT—a combination Bf-if
the browser and operating system can be u

* This adds a layer of security in that one persen-—
could only hijack another user’s session if th ML

are both running the exact same browser ang-
operating system
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* Another additional also ok, bolah boleh
saja
* Tidak hanya same browser and same OS,

* but also might be IP, cookies, dll
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+ Modify Wi

//using sesszion
if (isset($ POST['login']) )
f/firat check the login data in database, simple validation
require {'Ceklogin.php'):
if ($c result==5){//just simple validation
session start();//start session
$§ SESSION['user']= $result2[2]://changed from setcookie
$ SESSICN['pass']= Sresult2[3];
$ SESSION['agent']= md5($ SERVER['HITP USER AGENT']):;//make sure the right usgr
J/if true redirect to Logged.php, only user as member can access it
header ('Location:http://localhost/public html/Phpl/LogSession.php'):
exit()://quit script
relzeq
ffif false or failed redirect to LoginZ.php
header ('Location:http://localhost/public html/Phpl/LoginZ.php');
11}
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/ /LogSession.php
session start();
if{(isset($ SESSION['user'])) and (isset($ SESSICN['pa=s']))){

:

if (isset ($ SESSION['agent'])== md5($ SERVER['HTTP USER AGENT'])){//additional validation

{fwill be showed when cookies is found
echo "<font zize=3»<a href='Signout3.php'>S5ign out</ax»</font>»<br>";//link to| sign
echo "<h2>Welcome</h2>";
echo "Hi, “.$_SESSIGH['EEE:']."{h:}";
echo "Here is webpage only for user<br><br>";
echo "<a href='LogSeszionZ.php'>"."Go to the next page"."</a>»"."<br>";//add [link
echo "<a href='LogSession3.php'>Go to the another page</a>»>";//add another link
rrelsed
header('Location:http://localhost/public html/Phpl/Login3.php'});
}
/i LogSe=z=ionZ ..php
session start();
if((isset (% SESS5ION['user'])) and (isset($ SESSICN['pas=']))){
if(iszset($ SESSION['agent'])== md5($ SERVER['HTTP USER AGENT'])){
//will be showed when cookies is found
echo "<h2>Welcome<,/h2>";
echo "Hi, ".% SESSION['user']."<br>";
echo "Here i= LogSessziond.php using 3SES5I0ON not COOEIE with user agent®;
trelsef
header ('Location:http://localhost/public html/FPhpl/Login3.php'};
H
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//LogSes=ion3.php
sesslon start():
if((isset (5 SES5I0N['user'])) and (isset (5 SESS5ICN['paszsz']))){
if (isset (% SES5ION['agent'])= md5($ SERVER['HITF USER AGENT'])){

J/wil]l be showed when cookies i3 found
echo "<hZ>Welcome</ h2>":
echo "Hi, ".E_SESSIGH[':ser']."{br}";

gy —

}relseq

header('Location:http://localhost/public html/Phpl/Login3.php'):

| [ :;‘ﬂ

fF/5ignout? . php
session start();
if((isset (% SES5ICN['user'])) and (isset (% SESSION['pass']))){
if (isset (% SESSION['agent'])== md5($ SERVER['HITF USEE AGENT']}){
//will be showed when cookies iz found
session unset();
session destroy()://delete session
header ('Location:http://localhost/public html/Phpl/Login3.php'}):
rrelsef
header('Location:http://localhost/public html/Phpl/Login3.php'):

18.04.12 Web Programming-even-2012-dww




| e '
=\
[ hy
: . SR IR
» Lets check, no different in the beginning but i\ |
A
more secure _—
- T
Lﬂgi]] &J ¢J L:I ij @ @ ij |@ http://localhost/public_html/Phpl/LogSession.php 1 th =
Sign out H—'-,,-_“‘—
User ID: 1 il
ljojo Welcome -
Password: -
I Hi, jojo T
La'ﬂ I Here is webpage only for user ™
g
Go to the next page Y | |
Go to the another page o
1y
LEJ ¢J L Lﬂ) ng @ ij |@ http://localhost/public_html/Phpl/LogSession2.php
Welcome y
=y
Hi. jojo 5 e
Here is LogSession2 php using SESSION not COOKIE with user agent
&J m L ij LEJ liJ ij |@ http://localhost/public_html/Phpl/LogSession3.php [,
Welcome
Hi. jojo

Here is LogSession3 php using SESSION not COOKIE with user agent
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* Untuk beberapa web based S/W,
menambahkan layer security :

- memberikan waktu expires — built in
function php, session _cache expire

— atau expires jika tidak ada aktivitas dalam
jangka waktu tertentu - membuat
fungsi security tambahan, selalu cek
session ID request ke server dalam
jangka waktu tertentu
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